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Introduction

We regularly follow up progress with the implementation of recommendations raised 

by Internal Audit and bi-annually we report to the Audit Committee.  We request 

commentary by responsible officers on the progress towards implementation of our 

recommendations and for high and medium priority recommendations we verify the 

progress to source evidence and conclude either that the recommendation is complete 

or incomplete.

Executive Summary – 2015/16 Recommendations

19 high and medium priority recommendations were made in 2015/16, of which 18 

were confirmed to have been implemented by March 2018.

We identified that 1 medium priority recommendation was still in progress but there is 

a plan in place to implement that recommendation (see page 7). The remaining 

recommendations have been implemented. We continue to review outstanding 

recommendations until they are implemented.

Executive Summary – 2016/17 Recommendations

For 2016/17 we raised a total of 54 high and medium priority recommendations, of 

which 53 were agreed by management.

Of the 53 agreed recommendations made in 2016/17, 36 were scheduled to have been 

implemented at the time of our review, for those that were due to be implemented by 

the time of our review we identified:

- 25 recommendations have been implemented (see pages 8 to 14)

- 5 recommendations are in the process of being implemented (see pages 15 to 16)

- 6 recommendations are outstanding or pending confirmation (see pages 17 to 18)

Recommendations Summary for 2016/17 – Agreed  Recommendations
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Progress since our last report in August 2017

2015/16 Recommendations

At August 2017 for the 19 high and medium priority recommendations raised in 

2015/16 we identified that:

- 12 recommendations had been implemented

- We were been advised that 6 further recommendation had been implemented, but 

we were awaiting the evidence to confirm implementation

- 1 recommendations had been deferred pending completion of the service workplan.  

2016/17 Recommendations

Of the agreed recommendations made in 2016/17, 21 were scheduled to have been 

implemented at the time of our review in August 2017, for these we identified:

- 5 recommendations had been implemented

- We were been advised that 1 further recommendation had been implemented, but 

we were awaiting the evidence to confirm implementation

- 9 recommendations were outstanding or pending confirmation

- Implementation of 6 recommendations was in progress.  

Comparison of the position in March 2018 (reported on page 2) with the position as at 

August 2017 indicates that the Council has made good progress with the 

implementation of recommendations over the last six months.  

Complete

Advised complete,
evidence pending

Deferred (to March
2018)

Recommendations Summary for 2016/17 – Agreed  Recommendations 

at August 2017

Not yet due

Complete

Advised complete,
evidence pending

In progress

Outstanding /Pending
Confirmation of Status
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Audit Recommendation made
Priority 

Level

Manager 

Responsible

Original 

Due Date
Notes on Completion

Business 

Continuity & 

Disaster 

Recovery 

IT Disaster Recovery Plan

Management should put in place a defined IT Disaster 

Recovery Plan that is aligned to and supports the 

Council’s continuity priorities and includes, but is not 

limited to:

• The RTO and RPO for critical IT infrastructure, 

hardware and systems

• The recovery procedures for the Council’s IT 

infrastructure, hardware and systems

• The procedures for invoking the Council’s IT Disaster 

Recovery Plan

• The contact details for all key members of IT, the 

Council and Third Party suppliers

• The location of alternative sites

Furthermore the IT Disaster Recovery Plan should identify 

the IT resources required by the Council and how they 

would be provided in the event of a disaster.

The IT Disaster Recovery Plan should be provided to the 

Council’s Community Safety Officer – Community 

Resilience and stored securely so that it can be accessed 

in the event of an incident

The IT Disaster Recovery Plan should be reviewed on a 

routine basis or following a significant change

H IT Manager Sep-16 ICT have a draft plan and are working with 

Karen Buttress to secure a new location for 

MCD staff to work from in a disaster. 

The plan will now be a living document with 

the direction to restore the ICT environment 

to cloud hosted infrastructure and start to 

bring in solutions that have DR by design.

This includes new email services and 

telephony system.

This is on the IT Business Plan and is now part 

of change control processes to be updated 

throughout the year

RECOMMENDATIONS COMPLETE – 2015/16 AUDITS
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Audit Recommendation made
Priority 

Level

Manager 

Responsible

Original 

Due Date
Notes on Completion

Main 

Financial 

System

Cash Receipting system user administration 

a) A full review of cash receipting system user access 

permissions is undertaken to ensure access levels are 

appropriate

b) Access permissions are updated promptly on notification 

of staff movers and leaver

c) Refunds and reversals on the cash receipting system are 

authorised, and the appropriateness of refund and reversal 

transactions made is reviewed

d) Reasons for high level of refunds / reversals by General 

Office staff, and thus any training requirements, are 

identified (although the introduction of authorisation 

requirements may reduces the incidents of such 

transactions)

e) Staff administering user permissions should enhance 

their understanding of the functions provided by different 

groups and access levels on the system

H Sue Green, 

Group 

Manager –

Customers

Jun-16 Covered as part of the 2017/18 Main 

Financial System Audit - Council Tax and 

NDR. 

Access controls* and permissions reviewed as 

part of this review with no exceptions noted. 

Refunds and reversals are now being 

reviewed and authorised for CT and NDR.

*A new access-related finding and 

recommendation was raised from the 17/18 

Main Financial Systems review and will be 

followed up at the next round of follow up.

RECOMMENDATIONS COMPLETE – 2015/16 AUDITS
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Audit Recommendation made
Priority 

Level

Manager 

Responsible

Original 

Due Date
Notes on Completion

Main 

Financial 

System

Records Supporting Journals 

Ensure journals are supported by clear records containing 

the details of and justification for the journal

Set approval limits for journal authorisation and 

communicate this to all relevant staff

M Finance 

Manager

Apr-16 Approval limits of journal authorisation are in 

place.

A sample of 20 journals were tested as part 

of the 2017/18 Main Financial Systems 

review, to ensure the amounts, date and 

description match between the supporting 

documentation and the change effected in 

the general ledger were accurate. 

The arrangements are in place for the 

required authorisation and supporting 

documentation to be in place, however three 

exceptions were noted as part of our testing.

RECOMMENDATIONS COMPLETE – 2015/16 AUDITS
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Audit Recommendation made
Priority 

Level

Manager 

Responsible

Original 

Due Date
Notes on Completion

Risk 

Management 

High Level 

review 

Risk Management Survey 
The risk management survey should be re-performed and 

the results summarised and reported to a round table 

session with the Corporate Leadership Team and Level 2 

Managers

M Julia 

Bawden, 

Performance

and Risk 

Officer

Nov-17

Jun-18

The expectations in respect of  updating risks 

/ mitigating actions are being reinforced at 

the Directorate Leadership team meetings

The Risk Management Policy was reviewed 

and updated by the Council in 2017 and 

issued to members for approval. There were 

concerns raised with some of the corporate 

risks identified, delaying the approval and 

roll out of the policy and survey. 

BDO held a risk workshop for members in 

December 2017. The Risk Management Policy 

will be re-issued for member approval in 

March 2018. Once approved, the Council are 

planning on conducting an awareness 

exercise with management across the 

different departments, informing them of 

any changes and updates to the policy. 

Following this the survey will be issued in 

June 2018. 

RECOMMENDATIONS IN PROGRESS – 2015/16 AUDITS



RECOMMENDATIONS COMPLETE – 2016/17 Audits

Audit Recommendation Made Priority 

Level

Manager 

Responsible

Original Due 

Date

Notes on Completion

Cyber crime Information Asset Register to 

be established

M Simon Mitchell, 

IT Team Leader

January 2017 In light of GDPR, this recommendation has 

been superseded with the establishment of a 

Record of Processing Activities (ROPA) which 

builds on the information assets register to 

include why data is processed, under which 

reason of GDPR and who the data is used by 

internally and externally. 

Identify potential cyber 

security threats to MDC, then 

for each threat complete risk 

and business impact 

assessments

M Simon Mitchell, 

IT Team Leader

January 2017 Overall risk assessment and assessment of 

cyber threats and the defence against them

has been completed. Actions from this 

assessment are being taken forward as 

business as usual. ICT will attend the 

manager forum to go over 3 scenarios of cyber 

threats, so that services can carry out the 

business impact assessments as ICT do not 

know the information required to complete 

these. 

Review configuration of MDC's 

firewall rule set, then update 

where necessary and remove 

unnecessary rules

M Simon Mitchell, 

IT Team Leader

January 2017 This work was completed as a specific task 

initially, but the configuration continues to be 

reviewed and updated as required.

A spreadsheet is maintained of firewall rules 

and is subject to regular review. 
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RECOMMENDATIONS COMPLETE – 2016/17 Audits

Audit Recommendation Made Priority 

Level

Manager 

Responsible

Original Due 

Date

Notes on Completion

Information 

governance 

and PCI DSS

Perform quarterly internal / 

third party vulnerability scans 

of the IT network and then

address any issues arising

M Andrew 

Mowbray, IT 

Manager

May 2017 ICT Manager has arranged for Braintree DC to 

carry this out on behalf of the Council on a

quarterly basis.

Investments Reconciliations should detail 

Officer completing, date 

undertaken and be reviewed 

periodically to ensure 

completeness

M Ann Nagy,

Senior 

Accountant

June 2017 Reconciliations are signed and dated by the 

Officer completing the reconciliation and 

passed to the Finance Manager for review and 

documentation of review.

Identify suitable independent 

Officer to report any suspicions 

about fraud to and update 

Treasury Management 

Procedures

M Legal and 

Democratic 

Services 

Manager

March 2018 The update has been completed and the 

relevant officer will now be updated in the 

Treasury Management Procedures.

Establish a formally 

documented authorised 

signatory list in place for 

Treasury Management

M Ann Nagy, 

Senior 

Accountant

June 2016 A list of approved officers and signatories is in 

place.

No further investments have been rolled over, 

should any be rolled over in the future they will 

be subject to authorisation via a journal which 

credits investments repaid and debits 

investments, recording and authorising the 

rolling over of the investment.

9



RECOMMENDATIONS COMPLETE – 2016/17 Audits

Audit Recommendation Made Priority 

Level

Manager 

Responsible

Original Due 

Date

Notes on Completion

Inventory

and stock

Pursue implementation of a 

new stock management system, 

with periodic checks to verify 

the stock recorded

M Ben Brown, 

Leisure, 

Countryside 

and Tourism 

Manager

September 

2017

Stock control system in operation, stock checks 

have been performed as part of system 

implementation.

Verification will be performed at financial year 

end.

Review minimum asset value 

required on asset register and 

if reduced, record assets above 

the new minimum value

M Carrie Cox, 

Finance 

Manager

September 

2017

The portable assets value has been reviewed 

and revised Financial Regulations have been 

proposed to Members.

IT to ensure all equipment in 

both TICs are recorded on the 

Asset List with regular checks 

to ensure the list is accurate

M Andrew 

Mowbray, ICT 

Manager

May 2017 Site visits will be scheduled to record all 

configuration items at each site and update the 

central asset register. There is a new asset 

management process to have dip checking on 

assets throughout the year with 10% of assets to 

be reviewed quarterly.

Financial 

systems

Prepare instructions for 

reconciliation processes / 

differences identified  / 

reconciliations reviewed

M Carrie Cox, 

Finance 

Manager

September 

2017

Reconciliations are now being completed with 

more narrative to ensure transparency of 

issues in any one month. 

Procedure notes have been completed as part 

of the section’s procedure note update 

exercise.

10



RECOMMENDATIONS COMPLETE – 2016/17 Audits

Audit Recommendation Made Priority 

Level

Manager 

Responsible

Original Due 

Date

Notes on Completion

Income and 

debtors

Housing Service to review 

procedures for Rent in Advance 

/ Bonds to ensure accurate 

records / invoices raised 

promptly

M Carrie Cox, 

Finance 

Manager

September 

2017

Procedures have been updated. Invoices raised 

and payments received are checked to details 

recorded in the log of all Rent in Advance and 

Bonds.

Review and update Finance 

team procedure notes to 

reflect the current processes 

utilised

M Carrie Cox, 

Finance 

Manager

September 

2017

Procedure notes are now being updated on an 

ongoing basis and there is now a control sheet 

to have a central monitoring point for notes in 

place.

Review Debtors Policy / 

Procedures to clarify 

expectations of service 

departments re debt recovery 

action

M Carrie Cox, 

Finance 

Manager

September 

2017

Sundry debtors policy was reported to Finance 

& Corporate Services Committee in November 

2017.

Collate and distribute 

additional management 

information on aged debts to 

ensure appropriate debt 

management/recovery action is 

taken by services

M Carrie Cox, 

Finance 

Manager

September 

2017

A new report has been generated from SAGE 

that is used for senior management reporting.

A blacklist report has also been created to 

ensure that those with outstanding debts 

cannot have new services provided.

Sundry debtors procedures are 

updated  to reflect options for 

recovery and increase 

knowledge about debt recovery

M Carrie Cox, 

Finance 

Manager

September 

2017

The procedures have been updated, there are 

alternatives should the debt reach the court 

stage, and therefore these would be considered 

for each debt on their own merit.

The Debtors office has built relations with 

another authority and worked with the 

recoveries team to build knowledge with regard 

to the options and processes available.
11



RECOMMENDATIONS COMPLETE – 2016/17 Audits

Audit Recommendation Made Priority 

Level

Manager 

Responsible

Original Due 

Date

Notes on Completion

Payments 

and 

creditors

Review and update procedure 

notes to properly reflect 

current processes

M Carrie Cox, 

Finance 

Manager

September 

2017

Procedure notes have been updated and a 

creditors policy was taken to Finance & 

Corporate Services Committee in November 

2017.

Ensuring procedures for raising 

orders are complied with
M Carrie Cox, 

Finance 

Manager

September 

2017

Departments have been communicated with 

to ensure that they are clear and do not 

require further advice from finance.

Follow up on No PO no pay was given at the 

last Managers Forum Cycle.

Planning Planning Services Improvement 

Plan - monitoring of 

performance and progress

M Matt Leigh,

Group Manager 

Planning 

Services

June 2017 Discussed at Performance & Risk Clinic 

31/01/2018.

Given the improved performance of the 

Planning Service which is monitored closely, 

CLT agreed that the PSIP is no longer required 

and this recommendation should be closed.

Report progress of PSIP to the 

Corporate Leadership Team or 

Members

M Matt Leigh,

Group Manager 

Planning 

Services

June 2017 Discussed at Performance & Risk Clinic 

31/01/2018.

Given the improved performance of the 

Planning Service which is monitored closely, 

CLT agreed that the PSIP is no longer required 

and this recommendation should be closed.

Flooding Identify where Planning 

Inspectorate decisions 

adversely affect flood risks and 

assess extent of impact and

inform Planning Inspectorate 

where their decisions are 

identified to have significant 

impact on flood risk

M Matt Leigh,

Group Manager 

Planning 

Services

June 2017 There have been no such decisions in the 

past, but the risk of this occurring remains, so 

this will continue to be monitored.

12



RECOMMENDATIONS COMPLETE – 2016/17 Audits

Audit Recommendation Made Priority 

Level

Manager 

Responsible

Original Due 

Date

Notes on Completion

Channel 

shift and 

customer 

strategy 

Identify stakeholders

Articulate Data Sharing Process 

and implementation in 

conjunction with identified 

partners

Action plan to be developed to 

enable data sharing

M Sue Green,

Group Manager 

(Customers)

December 

2017

Stakeholder Engagement Guidance developed 

and approved by CLT.

GDPR Project Officer appointed.

Existing arrangements to prepare for GDPR 

reviewed.

Project plan developed to deliver required 

actions.

New Data Protection Policy being developed.

Specific responsibility for data sharing and data 

protection is contained within the new role of 

Information Governance Officer who will 

support managers and staff in ensuring the 

appropriate legal compliance. This new role 

will ensure that the organisation is 

supported in achieving these outcomes.

13



RECOMMENDATIONS COMPLETE – 2016/17 Audits

Audit Recommendation Made Priority 

Level

Manager 

Responsible

Original Due 

Date

Notes on Completion

Channel 

shift and 

customer 

strategy 

(continued)

Provide clear direction to 

services of channel shift 

priorities and required actions

Prepare prioritised channel 

shift plans (with defined 

actions dates and 

responsibility)

Monitor and report progress of 

plans, effectiveness and 

outcomes

M Sue Green,

Group Manager 

(Customers)

December 

2017

Lessons Learnt Report to CLT November 2017 to 

identify this as a requirement for services 

following a pilot service review. Proposal that a 

number of "champions" are trained across 

organisation. CLT are exploring options.

CLT presentation of transformation programme 

to staff.

Leadership Times introduced for CLT to 

communicate key messages to staff.

Programmes of work and project briefs 

developed with timescales and actions. These 

will be monitored by CLT / Transformation 

Board.

These plans are monitored by CLT / 

Transformation Board.

Council Tax 

and NNDR

The Revenues and Benefits 

teams should complete the 

Academy to Ledger Income 

balancing reconciliation on a 

fortnightly basis and this 

reconciliation should be 

reviewed and signed off by 

another member of staff

M Sue Green,

Group Manager 

(Customers)

December 

2017

Arrangements have now been put in place and 

this is being done.

The Financial Services 

Delegation Arrangements 

document should be updated to 

ensure it contains reference to 

relevant Officers and should be 

reviewed annually to ensure 

that it remains up to date

M Sue Green,

Group Manager 

(Customers)

December 

2017

This has been updated to remove reference to 

staff no longer in post.

14



RECOMMENDATIONS IN PROGRESS – 2016/17 Audits

Audit Recommendation Made Priority 

Level

Manager 

Responsible

Original 

Due Date

Notes on Completion

Cyber Crime Undertake a cyber security 

training needs assessment to 

determine the training needs

M Simon 

Mitchell, IT 

Team Leader

March 2018 MetaPhish is an email phishing simulator that 

the Council has access to and have run an 

exercise increasing all staff and members 

awareness of the risks from phishing emails and 

attachments. This will be regularly run up until 

June 2018 when the contract expires.

Once complete an annual training plan will be 

put in place so that training (online, email and 

course based) will be carried out throughout 

the year. 

NCSC's staff awareness and training material is

going to be publicised to staff and members 

during 2018.

Target date extended to March 2018.

Determine the baselines for 

normal network activity

M Simon 

Mitchell, IT 

Team Leader

March 2018 Network monitoring software has been 

purchased and deployed but needs to go 

live. An intrusion detection system is in place 

that alerts ICT when there is any suspect 

behaviour. There is a record of IPs that can 

connect to the council's network in the 

WatchGuard perimeter firewall.

15



RECOMMENDATIONS IN PROGRESS – 2016/17 Audits

Audit Recommendation Made Priority 

Level

Manager 

Responsible

Original 

Due Date

Notes on Completion

Planning Determine priorities for Uniform system 

development and utilisation
M Matt Leigh,

Group Manager 

Planning 

Services

March 2018 This is being undertaken as part of the 

business process review.

Record/analyse statistical/qualitative 

information to establish effectiveness of 

improvements made

M Matt Leigh,

Group Manager 

Planning 

Services

March 2018 Subsequent improvements implemented 

require further time to enable effective 

analysis to be undertaken.

Flooding Introduce a CIL scheme to support flood 

risk mitigation in the District

Ensure appropriate CIL / S106 

obligations / planning conditions are 

included in all applicable developments 

Consider use of Land Trusts

M Matt Leigh,

Group Manager 

Planning 

Services

October 

2017
Officers are reviewing the documentation 

needed to accompany a CIL. This can only 

be secured from new development for 

infrastructure, such as flood mitigation,

once the CIL Charging Schedule has been 

approved by an Inspector at Examination.

Officers negotiate the appropriate use of 

planning conditions and S106 agreements 

for all relevant planning applications.

This is expected to be in late 2018.
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RECOMMENDATIONS OUTSTANDING – 2016/17 Audits

Audit Recommendation Made Priority 

Level

Manager 

Responsible

Original 

Due Date

Notes on Completion

Payment & 

Creditors

Instruct services on effective budgetary 

control

Exception report non-compliance where 

this is not happening

M Carrie Cox, 

Finance 

Manager

September 

2017

This will be embedded by the end of 

the financial year.

Identify / review spending with 

individual suppliers to ensure compliance 

with Contract Procedure Rules

M Carrie Cox, 

Finance 

Manager

September 

2017

This is being carried out by the 

procurement team in conjunction with a 

review of contracts.

Planning Determine options for benchmarking / 

reporting comparative performance 

following adoption of the LDP

M Matt Leigh,

Group Manager 

Planning 

Services

October

2017

Due to the unique profile of the District 

benchmarking is difficult.    

Performance on applications and 

appeals is currently above national 

average.

Flooding Provide information for Members to 

clarify flooding roles/responsibilities and 

different organisations’ responsibilities

Update website to provide 

information/to clarify matters to be 

reported to MDC and reporting 

mechanisms

M Ian Haines, 

Environmental 

Health & 

Licensing 

Manager

October

2017
Presentation prepared and presented to 

November Managers Forums as requested 

which has delayed the provision of 

information to Members.

Information produced and awaiting 

uploading to website.
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RECOMMENDATIONS OUTSTANDING – 2016/17 Audits

Audit Recommendation Made Priority 

Level

Manager 

Responsible

Original 

Due Date

Notes on Completion

Flooding

(contd)

Track flooding investigations reported to 

ECC and delivery of action plan 

determined by ECC

Agree protocol with ECC for notifying 

MDC of action taken in accordance with 

action plans

Monitor progress of actions/follow up 

actions not completed; assess impact on 

flooding risk of actions not completed

M Ian Haines, 

Environmental 

Health & 

Licensing 

Manager

October

2017

This issue has been raised at the 

Executive Officers Group on a number of 

occasions as this will need to progress in 

partnership with ECC.

This particular action is reliant on ECC as 

the flood reports are owned by them. 

Again this matter has been raised at the 

Executive Officers Group and ECC are 

going to assess how or whether they 

progress the actions recommended in the 

reports.

Develop action plan to record flood risks, 

incidents, actions, responsibility and 

progress

M Ian Haines, 

Environmental 

Health & 

Licensing 

Manager

October

2017

Action plan complete although feedback 

from referrals to ECC is not forthcoming. 

This matter is being addressed with the 

appropriate officers at ECC.
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